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Introduction

Hewlett Packard Enterprise (HPE) SimpliVity 380 o [erk powerful native capabilities for data protection that can be
leveraged to ensure the highest Availability of virtualized workloads. The built-in backup and disaster recovery (DR)

of HPE SimpliVity leverages global data deduplication and compression for extremely fast operations: 10-minute RPO
and 60 seconds or less on average for local backup or restore of a1 TB VM — guaranteed and without any performance
overhead as all operations leverage the core architectural data e [ciehcy of OmniStack, which accelerates data
replication, backup and restore functions, improving RPOs and RTOs. All SimpliVity operations are carried out ata VM
level, directly from the hypervisor management console which simpli (€3 management and infrastructure complexity.

In addition to what SimpliVity users already have available, some also desire additional capabilities such as o [siile archive
to cloud or tape, or an additional layer of granularity for restores, such as granular restore for some of the most popular
applications. It is also possible that SimpliVity users have heterogeneous infrastructures that consist of hypervisors
running on non-SimpliVity servers, or servers that can’'t be virtualized, where there is still a need for a data Availability
strategy. This white paper goes deeper into a few of these di [erknt use cases where someone might want to add Veeam®
Backup & Replication™ to HPE SimpliVity 380. For greater detail on how to use each Veeam feature covered in this paper,
you can leverage the helpful links at the end.
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Figure 1: A holistic view of multi-tiered protection with HPE SimpliVity 380 and Veeam Backup & Replication
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Veeam Backup & Replication
vs. HPE SimpliVity terminology

Veeam and HPE SimpliVity data protection features, while similar in some ways, are often referred to by di Lerent names. Before
reading this white paper, itisimportant to be able to identify what each term means when used in the context of each product.

Term SimpliVity Veeam
Local copy of VMs using native SimpliVity Local copy of VM data housed in a portable
Backup technologies and housed within Veeam backup [elthat exists separate
a SimpliVity federation of a SimpliVity federation
Copy of a Veeam backup [elthat exists
Backup copy NA separate of a SimpliVity federation and

is stored on remote sites, cloud or tape

A remote copy of VMs in a separate SimpliVity

. e NA
cluster using native SimpliVity technology

Remote backup

An on-site or o [=Site copy of entire VMs
registered within SimpliVity or non-SimpliVity
based vSphere hosts to provide rapid failover
and failback of failed VMs

Replica NA

Veeam Backup & Replication
architecture on HPE SimpliVity 380

Unlike traditional server and storage infrastructures, where each functionality is owned by dedicated hardware,
SimpliVity takes a hyperconverged approach with their OmniStack Data Virtualization Platform to provide a single,
shared resource pool across the entire IT stack, eliminating point products and siloed IT architectures. There are speci [c]
guidelines that need to be met when adding Veeam Backup & Replication to ensure optimum performance with this new,
modern approach. Along with these guidelines, a standard Veeam setup and installation procedure can be followed as
outlined in the Veeam Backup & Replication User’s Guide linked in the helpful links at the end of this paper.

* Configure HPE SimpliVity hardware to use 10 GbE interfaces — Standard con [giirations often come with enough
10 GbE interfaces to handle the native data services in HPE SimpliVity 380, while management networks run on 1 GbE
adapters. Veeam will be leveraging ESXi host management networks to retrieve VM backup data, so it is important
that they also be con [guired with 10 GbE interfaces.

» Veeam Backup & Replication on a physical server — While it is possible to make this server virtualized within the
SimpliVity federation, it can result in a single SimpliVity compute node’s network adapter being over-utilized for
backup processes as Veeam reads VM data from other nodes in the federation through the NIC it has direct access to.
A physical server will o Lerla dedicated 10 GbE HBA where no other services are running. A physical server can also
optionally house Veeam backup data locally, or just process and send it to a purpose-built backup appliance such as
HPE StoreOnce over Catalyst or a Nimble Secondary Flash Array (SFA).

 Veeam Backup & Replication on a virtual server — If a virtual server is preferred, the [rst bulletis still very important with
supplying 10 GbE adapters for management networks, but it is also important to have a dedicated 10 GbE port to send Veeam
backup data to purpose-built backup appliances such as HPE StoreOnce over Catalyst or a Nimble Secondary Flash Array
(SFA). Veeam's best practice is to never store its backups within a VM in the SimpliVity Federation.
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* Force dataretrieval over Veeam’s “network mode” (NBD) — While a virtualized Veeam server can use VMware’s Hot
Add capability for retrieving VM backup data, it is not recommended for HPE SimpliVity due to potential performance and
reliability concerns. Due to this, Veeam network mode should be forced within Veeam Backup Proxies as shown in Figure 2.

Edit Wware Proxy X

Server
Choose server for new backup proxy. You can only select between Microsoft Windows servers added to the managed servers
which are not proxies already.

AVBKJL.alliances.local

Traffic Rules
Proxy description:

Summary Created by Veeam Backup 8¢ Replication

Transport mode:

I|Natwork || Choose... I

Connected datastores:

|Automatic detection (recommended) | | Choose... |

Max concurrent tasks:

oo || Net> || Finish Cancel

Figure 2: Choosing network mode in backup proxy settings

Customer use cases

Use case 1: Creating off-site copies of Veeam backups

Once the Veeam backup infrastructure is in place and primary backups have been completed, it is possible to make
additional copies of these backups on Veeam Cloud Connect remote backup repositories that can be rented from Cloud
Connect partners, or at an organization’s own remote site where disk-based backup storage is located.

To achieve this, Veeam leverages the concept of backup copy jobs. A backup copy job allows an administrator to choose
which VMs in one or more backup [k get copied to the remote repository, and at what frequency. With this, a simple or
advanced retention that follows the grandfather-father-son (GFS) model can be chosen. Figure 2 shows the interface for
con [guring a backup copy job where target VMs, the backup copy target and retention are chosen.

New Backup Copy Job Mew Backup Copy Job X
Virtual Machines . Target
'-w Add virtual machines to the job. Consider using containers (such as backup jobs, or infrasti [ = Specify the target backup repository, amount of most recent restore points to keep, and retention policy for full backups. You
[= | scope.No matter how you choase to select VM, the job wil always get VM data from the: || ¢an use map backup functionality to seed the backup files.
Job Objects to process: Job Backup repository:
Name Type Size Nn oeka Backup Copies - Critical Servers (Created by ALLIANCES\jason.leva at 8/9/2017 :55 AM.) i
—m 7&: Critical Server Backup Backup Job 12378 e E 124TBfreeof 134 TB Map backup
Target CTIAWINGY Vintual Machine 400 G5 [ISFREga ] —
FIOTestvM Vitual Machine  196GB - Restieicaziokeept || Iy
- = 7
Data Transer ;_"AWIND? Virtual Machine 404G DataTranser [4 Keep the following restore points s full backups for archival purposes
CJAWINGS Virtual Machine 40.0GB
Schedule F1HMINOG Virtual Machine oG Schedule Weekly backup: |4 3 Sunday 22:00 Schedule...
=
Sunwnay MNAWIHG} Viteol Machine | 40000 s Monthly backup: 2 |5 First Sunday of the month
5 o IAWINDS Virtual Machine 40.0GB
Quarterly backup: |2 5 First Sunday cf the quarter
Vearty backup: |2 % First Suniday of the year
[[] Read the entire restore point from source backup instead of synthesizing it from increments
Advanced settings include health check and compact schedule, notifications I
settings, and automated post-job activity options. fabi
< Previous Next > < Previous Cancel

Figure 3: Choosing VMs to be copied, the repository they are going to and the retention schedule for them
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Use case 2: Archiving Veeam backups to tape

Many organizations still choose tape as their preferred media for storing backups for long periods of time. In recent
years, it has become popular for organizations looking to have a strategy against the threat of ransomware as it provides
an easy way to take backups completely o [ind. Veeam's tape functionality is designed in a way that still leverages the
advantages of having recent backups on disk for fast restores, but also modern tape technologies when copying those
backups and managing them on tape.

Like a backup copy job, copying backups to tape consists of choosing backup [k or entire backup repositories, not
individual VM backups, that need to go to tape. With this comes a scheduler as well as optional GFS retention on tape
media pools. Figures 4-6 show the di [erent options available for con [guiring a backup to tape job. Detailed instructions
can be found in the Veeam Tape Devices Support Guide linked at the end of this paper.

New Backup to Tape Job X

Backup Files
Specify backups to be processed by this job. You can pick individual backup jobs, or whele backup repositories.

MName Backup jobs and repositories:

Mame Type Add...
_ @Cntlca\ Server Backup VMware Backup 5 -
emove
Full Backup D StoreOnce 4300 HPE StoreOnce
Incremental Backup
Options
Schedule
Summary
Full:
206 GB
Incremental:
194 GB
[ <previous || Meat> Finich Cancel
Figure 4: Select source files for copying to tape
N My ss. Taga. e Hew Backup to Tape Job X

Full Backup

e remental B
Speciy, medu pook for full backup fies " oy

. (o) Specty medhs pook for incrementsl backup fies
for hull baci r
" Medas poel for full backupt » [ Archeve mcresmental backups 1o tape
Full Pool (HP D2D65 ELOT)
¥
Backup Fies B M Meha poodl for mcremental Backupe
Incremental Pool (HP D2DBS ELOY) Add Nerwr
L I Full Backup
Tapes:
etk oty '
Optiont Free ipace 58TE Froe space: 2578
Schadule Media vet De not creste. sbweys cor Madhs tet Do not creste, shadys continu utng current medsa et
Retention: MHever cverante data Retentson MNever overmrde data
Parallel processang 1 dives, multipie backup Parallel processng  Drabled
Encryption: Drsabled Encrypticn Diecablied
<Prew < Previews Cancel

Figure 5: Select media pools to hold full and incremental backup files
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Hew Baciup to Tape Job MNew Backup 1o Tape lob o
Options S bbb

@ St Lap BaChup Opteon Spwcdy the pob 1 hethaing optiont I you B0 A0t 1t the chedube the (ob wll Aeed 1o e Controiled manuslly

™ Vhe S wst gt [r— [] Run the job sutomatscally

(] Epect mede upon job completion -y
Backup Fies i

Backup Files Thes option makies the b sutomatc sy aect 1
doet et iey m the drive, whech o 4 bt prach B
Full Bachup O byt « s Full Backup -
- Critscal Serves Bochug (Crested by ALLANCEY javon torve ot &
incrementsl Rachup Tha eptien makes the job sutomaticaly ciove © In<rementsl Backup
Omes e Wt for backup jobs
e | Schedule
¥ some bnked backup jobs are shill runmeng, wadt for up to I 2 heun -
ey Sty 7] Prevent the ot from bewng sternupted by prmary backup jobs.

W the pramary backup job starty whie the Lape job n still runneng The pramary ot well be placed
on hold sileed of sderruptng the Lape ob snd fultong n e omplets Lape bachupt. Uing the
BPHEA My FELT 0 Py BIIUR IOB1 TG LA BNTh Later than Thew Loheduled e
o thus potertisl, metng nec cver, peed cbmtnor

Advaniad b Wity e comperiien, notde s

Figure 6: Tape automation and scheduling options

Use case 3: Application management and restore

Veeam Backup & Replication supports granular restores for Microsoft Active Directory, Exchange, SQL and SharePoint,
as well as Oracle running on Windows and Linux. Granular restores are based on Veeam’s application consistent backup
and restore technology. Restores for these applications are executed within the Veeam Explorers™ which are included in
every edition of Veeam Backup & Replication.

Note: HPE SimpliVity offers application consistent backup and restore for Microsoft SQL server and will support more
applications in the future. It is recommended to always leverage SimpliVity features first for data management activities
within the SimpliVity federation

To enable application level processing and restore, it is important to enable Application Aware Image Processing in the
primary backup jobs. Figure 7 below shows the options available for all VMs in the backup job under Application Aware
Image Processing, as well as unique options for speci [CApplications.

Key Applications Processing Settings Key Apphications Processing Settings. Key Apphcations Processing Settings X
Gerersl SOL  Oracle File Exclusors Sorpts Genersl SOL  Oracle Fie Exclsons Soipts  Genesl 5SOL  Oracle Fle Bxclusons  Sorpts
Appications Choose how this job should process Micresof  Specify Oracle account with SYSDBA privileges:

Apphcation-aware processing detects and prepan logs.

consistent backup using apphcation-specdic met ) TA Use guest credentials y Add...
the OS5 to perform required application restore ste () Truncate logs (prevents logs from growang Manage sccounts

® Require successful processing (recommende 2) Do not truncate logs (requires simple reco  Archived logs:

O Try application processing, but ignore failure: @ Backup logs periodically (backed up logs ;. (®) Do not delete archived logs

() Disable apphication processing O Delete logs clderthan: 24 © hours

Back e 15 34 minutes =T
el sy () Delete logs over: - GB

Transaction logs Retan log backups:

Choose whether thes job thould process transacty @ Until the comesponding image-level bi [ Backup logs every: § 1 minutes

successful backup. Logs pruning is supported for - - .

Microsoft SQL Server and Oracle. O Keeponlylast 15 ° daysoflogh

@® Process logs with this job (recom Log shi . Until the corresponding image-level backup o deleted

() Perform copy only (lets ancther applhication u Automatic selection aep cnly et

matic selection Choose...

[ [ o] conce

Figure 7: Application Aware Image Processing settings for all VMs and specific VM types within a backup job
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For this paper, we are showing how to navigate to an existing Veeam Backup & Replication backup and launch an
application object restore for Microsoft SQL. As shown in Figure 8, Veeam automatically detects the SQL application
present in this VM and provides the option to launch a SQL object restore.

VEEAM BACKUP AND REPLICATION

BACKUP

s B LM B & X

Instant VM = Entire Virtual VM Guest Application = Restore Delete

Recovery | VM Disks Files Files~ ltems- | toAzure from Disk
vPower Restore Cloud Actions
BACKUP & REPLICATION Q Type in an object name ta search for
4 T Jobs JOB NAME 1 CREATION TIME RESTOREPOINTS ~ REPOSITORY PLATFORM
42 Backup > [F] Agents
Agents 4 % Critical Server Backup 9/9/2017 10:01 PM StoreOnce 4500 VMware
4k Backups 5 ADCO1 9/24/2017 10:02PM 15
Storage Snapshots (5 AEXCHO1 9/24/2017 10:02PM 15
2%, Disk (51 AFILEOT 9/24/2017 10:07 PM 12
4 [ Replicas 51 AONEO1 9/24/2017 10:08 PM 15
& Failover Plans {5 ACRACLEDT 9/24/2017 10:03PM 15
S et fous £1AS0L0T E,  Instant VM recovery.. s
[*} Running (1) 5 AVCO1 B 15
I3 Success 2 SQL Server transaction log backup |4 Restore entire VM... 3061 StoreOnce 4500 SOL Server
[ Failed & Restore virtual disks...
%l Restore VM files...
5 Restore guest files »
[£7 Restore spplication tems  » | %, Microsoft SO Server databases...

Restore to Microsoft Azure...

»

B Deletefrom disk

Figure 8: Select the VM for the restore and choosing to restore Microsoft SQL databases

After choosing to restore and the restore point to use, Veeam Explorer for Microsoft SQL Server opens and allows for
choosing a SQL restore type, which can include entire databases, schemas and data, or speci [Ctransactions from a point
in time (Figure 9 and 10). This type of database server restore functionality is also available in Windows and Linux-based
Oracle installations. In the case of Microsoft Exchange, it would be mail items, contacts and calendar items. For Microsoft
SharePoint, it would be objects from SharePoint sites or entire sites, and for Microsoft Active Directory, it would be
computer accounts, user accounts, organizational units and GPOs.

VEEAM EXPLORER FOR MICROSOFT SOL SERVER

DATABASE
e 8@ %
Restore Restore Export Export
Database ¥ Schema~v ' Database~¥ Schemaw

Restore Export
DB Database Info
4 ﬁ'mﬁ_\_fﬂm‘l Name: VeeamOne
4 [ ASQLOT
L = Backup created: 9/24/2017 10:02 PM

[ | ReportServerSASQLO1

fi] ReportServerSASOLO1 TempDB Recovery model: Full

| VeeamOi -

|t 4| Restore latest state to ASQLOT\ASOLOT
,':| Restore point-in-time state to ASQLOTVASQLOT..
,":l Restore to another server...
w5 Restore database schema and data... 01:03 AM
\;: Export latest state to Desktop\VeeamOne
{;! Export point-in-time state to Desktop\VeeamOne...
\.)__] Export to another folder... \Veeam One.mdf

Q Export database schema latest state to Desktop\VeeamOne

% Export database schema and data...

Figure 9: Use Veeam Explorer for Microsoft SQL Server to perform an application level restore
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RESTORE WIZARD x RESTORE WIZARD x

Specify restore point Fine-tune the restore point

Specily pont in time you want to rettore the databaie to Sebect the undeined operstion in the It below. The databaie aill be restored 1o the ate prod to

transaction mvohang the selected operation.
Restore to the posnt in time of the selected image-level backup

® Restore to 2 specific pomnt in ime (requsres trantaction log backups) g PERATION

10:02 P 10:01 AM
242017 9282017 WIR01TI00AM  Rowinserted 16200000 Teble ALLIAN
252017 11:00 AM Bow merted 16200000 Table ALLIAN
Tasdey, September 26, 2017 1:56 AM Y217 1I0AM  Row inserted 16200000 Table ALLAN
S/29/2017 1100 AM Florm svierted 16200000 Table ALLIAN
(5] Pt istors 4o B paciic bsmacie V0T I0AM  Row inserted 16200000 Table ALLIAN
! " dat . od the selected ¢ aid it Q/25/2017 11:00 AM Fow wierted 16200000 Table ALLIAN
nables you 10 revew mapor databate raniachions srou e, restore -
1he databame 0 the momt i Hime sight bafore the umwanted change. WIV0ITIL00AM  Rowinserted 16200000 Table ALLAN
S25/2017 1100 AM Fow inserted 16200000 Table ALLIAN ¥
Net | | Concel Bock | Resore | | Cocel

Figure 10: Use Veeam Explorer for Microsoft SQL Server to fine tune restore points and restores

Use case 4: Replicating VMs from SimpliVity
to non-SimpliVity infrastructure

In environments where SimpliVity has been deployed in one location, but not at a DR site, it is possible to use any server
with VMware vSphere and accompanying storage as a target for VM replicas managed by Veeam Backup & Replication.
With this comes the ability to create failover plans to automate the order in which replica VMs power on in an outage, the
automation of changing IP addresses (Windows VMs only), and the e [ciehcy of failing back only changes to production
VMs when a disaster is over.

Additional capabilities for replicas are automated testing and veri [cdtion of each replica restore point, the ability to
sandbox replicas for testing and development, and the use of Veeam WAN Accelerators when network bandwidth is
limited or when there are large amounts of data to replicate.

The con [guiration of Veeam replication jobs is similar to that of the primary backup job with major di [erences being that
backup storage isn't the target, but rather the VMware vSphere host(s) at the DR location, and customizing the behavior
of the replicas for failover scenarios. The methods Veeam uses to retrieve source data for replicas is the same as it is for
backup jobs. Figures 10-12 show the speci [Cton [guiration options for a replication job.

Hrw Erpic sticn ok Hew Repisc stion bob X
Devtination + Hetwork
Specdy where rephca thould be crested i the DR wte % Sebect how vartusl networks map 1o esch other between produchon snd DE stes
Marme Hoit or chuster: [T - Hetwork mapping:
. Offute Source network Target network Add
Virtual Macheres sl Mac hones
s Mas X internal (D5witch! 3, DR Metwork
[ Dutinaton U ceevcpen Cestsion
Mt o CMewok
. . for selected rephas
2 VM folder. pc
ob Sethngs Rephcas ob Settings
? Prok WM folaer for velected rephon
Data Trarfer et Transte
Datastore
Jueit Proceiang Mimible_CS |43 T8 free] Guest Procestng
behupdule Puck datastorn for selected virtusl daks| ¢ le

<Prevows [ Hetr | Cancel

Figure 11: Select destination and network mapping between source and target locations
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Hew Rephc stion lob Mt Rephcstion job

Guests sdeanced ob wttings d requued
i - IP rubes: Mame Repoutory for rephcs metadets

Source IP addvess Target P address Defaur Bacikup Repoutory (Created by Veesm Bachup)
Virtusl Machanes Wrtusl Machanen

172.3000 W60 E 026 BMeecl 999 TR
Destinatson Destonston

Replaa 1etting:

MNetwork Pletwork

Raphca name wtfc rephica

I e i o

Diats Transfer Dats Trarfer
Guest Procetng wsert Procesung
Schadule i etk
warrvmany mmary

Advanced j90 LEINGL INOUGE brafli COMPITI LGN BIOCH LiTe. ROtNGIBON Lettngt
tomated Dot 0B actity and other optoni

e e | o]

e Job Settings
Mﬁ*-‘m‘rw!ﬂmﬁ‘ﬁmmﬁ""mwki gty backup repouton located  the Lource 1de 1o hott metadats m rephcs 1t and retention policy snd ¢ umtomise

Cancel

Figure 12: Establish re-IP rules for replicated VMs, custom naming suffixes and up to 28 restore points

MNew Replication Job *
Data Transfer
% Choose how VM data should be transferred to the target site.,
Mame When replicating between remote sites, we highly recommended that you deploy at least one backup
proxy server locally in both sites to allow for direct access to storage.
Virtual Machines Source proxy:
}'—'<.ut|::rr1atic selection | | Choose... |
Destination
Target proxy:
Metwork |Automatic selection | | Choose... |
Re-IP
Job Settings i et

Best for local and off-site replication over fast links,

[ DstaTianser ] O Through buitin WAN accelerators

Giileat Pricesiing Best for off-site replication over slow links due to significant bandwidth savings.

Source WAN accelerator:
Schedule | o

Target WAN accelerator:
Surmmary ——

[ <Previous | [ Net> || o

Figure 13: Optional customization of Veeam proxies in use and methods for optimizing data transfer
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Conclusion

Data protection and data Availability services play a critical role in the modern enterprise. SimpliVity provides a robust
built-in data protection and Availability solution that helps customers achieve most use cases. However, there are certain
scenarios which the combination of Veeam and SimpliVity can help achieve. This paper outlined just a few possibilities of
what can be accomplished when Veeam Backup & Replication is combined with HPE SimpliVity 380. While the use cases
listed in this paper are the most commonly used, there are certainly additional capabilities that can be discussed with
your Veeam and HPE SimpliVity representatives to meet the unique needs of an organization

Itis strongly recommended that you view all the links below to obtain deeper knowledge on Veeam and SimpliVity
products. You are also encouraged to download a FREE 30-day trial of Veeam Backup & Replication that can be used with
current or future SimpliVity deployments, and easily transferred to a production license if desired.

Helpful links
SimpliVity
 SimpliVity product page

» Data Protection on HPE SimpliVity platforms

» HPE SimpliVity HyperGuarantee

Veeam

* VVeeam Backup & Replication product page

» Veeam Backup & Replication User’s Guide

» Veeam Evaluator’s Guide for VMware vSphere

* VVeeam Tape Devices Support Guide

» Veeam Explorers Guide
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https://www.hpe.com/h20195/v2/Getdocument.aspx?docname=a00015201ENW
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About Veeam Software

VVeeam® recognizes the new challenges companies across the globe face in enabling the Always-On Business™,
abusiness that must operate 24.7.365. To address this, Veeam has pioneered a new market of Availability for the
Always-On Enterprise™ by helping organizations meet recovery time and point objectives (RTPO™) of < 15 minutes for
all applications and data, through a fundamentally new kind of solution that delivers high-speed recovery, data loss
avoidance, veri [ed protection, leveraged data and complete visibility. Veeam Availability Suite™, which includes Veeam
Backup & Replication™, leverages virtualization, storage, and cloud technologies that enable the modern data center
to help organizations save time, mitigate risks, and dramatically reduce capital and operational costs.

Founded in 2006, Veeam currently has 49,000 ProPartners and more than 255,000 customers worldwide. Veeam's
global headquarters are located in Baar, Switzerland, and the company has o [ced throughout the world. To learn more,
visit http://www.yeeam.com.
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To enable its Digital Transformation, 70% of the Fortune 500 rely
on Veeam to ensure Availability of all data and a_pplications. 24.7.365
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